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Blockchain, Big Data, IoT
What’s it all about ... really?

By Lars Fischer, Managing Director, Softship Data Processing Singapore Ltd.
Big Data

@ a speed of 2 Quadrillion processes per second, this Super Computer
at Oak Ridge National Laboratory was the named the
world’s fastest at the time
of MR’s visit last year. That’s
big ... and fast ... data.

Big Data

For the maritime industry, big data
will define our future. We already rely
upon the ability to communicate a limitless amount of data worldwide in order
to move cargoes from origin to destination. From getting consignments off the
factory floor to tracking their transit,
through a myriad of administrative and
digitalised processes we can engage a
wide range of distant partners and thirdparties engaged in the process.
This granular data can be leveraged to
understand the impact of every aspect
of the supply chain; every influence and
variable analysed to identify latent effi-
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ciencies, overcome problems and mitigate risk. This is where big data analytics
can deliver real value for shipping companies using intelligent software systems
and processes designed to manage the
flow and archiving of data, and to create
actionable outcomes for improving operations. But often, shipping companies
are simply documenting information,
rather than analysing.
Without software systems specifically
designed to manage administrative pro-

cesses in the shipping industry, we rely
on individuals to mine through data, create reports and calculate actionable outcomes. This is an extremely time consuming and unreliable way of managing
data. It can take the in-house IT team or
analysts an entire day or more to scrub
data by removing superfluous information and manage variables. It is also very
difficult to ensure that this happens in a
systematic, incorruptible way.
There is also the issue of data safety

and cyber risk. If a company has to manage, maintain and archive all of the data
collected across its operations, there is a
significant risk that this information cannot be stored safely, given the pace at
which digital threats adapt and change.
We’ve seen this happen time and again
across major industries, and shipping is
now a hot target. While there is no foolproof solution, using third-party software instead of in-house solutions, reduces this risk significantly, as they have
dedicated resources for ensuring systems
are continuously updated and improved
to manage cyber risk.
With so much focus on being able to
operate from efficiently onboard and
ashore, big data is certainly not just a
fad. However, actors across the shipping
industry must work together to develop
big data solutions and applications which
will benefit the entire industry long into
the future. By creating networks of information that seamlessly link vessel,
cargo, port and provider, and which focus on real-time (and standardised) data
transfer and intelligence sharing, the
benefits that big data can to shipping
supply chains bring are limitless.
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Go to any shipping industry network
event or conference, and you will no
doubt hear someone question whether
new digital technologies like blockchain, big data or the Internet of Things
(IoT) are “just fads?” The answer should
be a resounding “no”; but it is not that
simple. Blockchain, big data and IoT –
considered to be the three key technological developments driving change in
the software solutions industry – will be
here for the long-run. Of that we can be
quite sure. In a rapidly evolving technology environment, we will continue to
see new solutions and systems develop
at pace, with tools and applications that
have innovated other major industries
finding new uses within the maritime
space. This evolution should of course
be welcomed, but there must be a caveat
– as an industry we need to manage this
change, and not let change manage us.
This is why it is important to ensure
that we understand how these technologies work, and recognize that unless we
lay solid foundations across our digital
ecosystems now, the global shipping industry will never be able to realise the
potentially significant benefits of blockchain, big data or IoT. So how do these
technologies work, at their most simple?

Blockchain

A ‘blockchain’ is a decentralized
peer-to-peer ledger system with records
distributed across many computers (referred to in IT terms as ‘nodes’). The
blockchain functions across a network of
computers, and no one party or computer takes control – blockchain is entirely
collaborative and cooperative, and in
theory, provides a democratic approach
to sharing information. But like all democratic processes, it is not without its
flaws. If we focus on the creation of a
Bill of Lading document as an example,
we can explore the process, the positive
outcomes, and the pitfalls.
Every blockchain system is made up of
‘blocks’ which contain a set of data – a
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Blockchain

Autoship Systems Corporation (ASC) is a marine software developer of load planning
software, loading instrument software and integrated CAD/CAM programs. For over 35
years ASC has continued to provide innovative software solutions that save clients valuable
time and money on each project they undertake.
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The line of CAD/CAM software is used for design through to construction of all vessel types.
Products include; Autoship (surface modeling), Autohydro (stability & strength calculations)
and Autoload (onboard stability & strength simulation system).
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problematic as the chain grows.
Then there is the issue of accountability
and control, given that no single authority or third-party regulates a blockchain
system. Within the maritime industry,
which is inherently complex and open
to risk, this is a difficult circle to square.
There are no standards or regulations
in place as yet, and although harder to
manipulate, blockchain systems are still
penetrable to interference. This will likely change in time, but we are a long way
off; given that the base-level of IT use
across global maritime chains remains
low. While there is significant potential,
we should understand blockchain as an
emerging trend in maritime (particularly
outside the liner shipping segment), but
not one that is going to disrupt most of
our industry just yet.

Internet of Things (IoT)

The term ‘Internet of Things’ or ‘IoT’
refers to physical devices which are connected to the Internet, usually through
WiFi or 3 (4 or 5)-G data. These physical devices fitted with digital sensors
and controlled remotely are increasingly
common in everyday life, and within the
maritime industry – particularly in port.
We can communicate with these devices

over the internet, and these devices can
be programmed to automatically communicate with each other, meaning there
is a constant flow of data and information in real time.
In the shipping industry, the development and use of internet-enabled devices
is expanding at pace and delivering tangible benefits to shipping companies.
Onboard remote monitoring systems allow for real-time monitoring and maintenance on board, improving operational
efficiency, reducing risk and lightening
the burden on crew, while automated
cranes move cargoes more efficiently
and reliably in port. Yet, an over reliance on digitized, automated devices is
incredibly risky.
Each of these systems is developed by
a different manufacturer, and there are
significant issues in standardising data
management as well as ensuring reliable
back-up systems and procedures are in
place for when – not if – these systems
do fail or are interrupted by Internet network issues.
There is also the significant problem
of integration between software systems
and sensors, and the ongoing update and
maintenance of IoT-enabled devices.
Hackers can also penetrate these sys-

tems and cause significant disruption
and worse.

The Essentials

Like blockchain technologies, the Internet of Things is more than a fad; but
neither of these technologies can radically change how the shipping industry functions until shipping companies,
their agents in port and partners across
the supply chain get the IT-houses in order. The fact remains that much of the
day-to-day administration of shipping
supply chains still happens offline, much
of it in paper-form and transacted in an
inefficient way.Making sure that shipping companies have the right software
solutions in place to manage their backoffice is an essential hurdle that must
first be crossed.
There are purpose-built software solutions available to do this, including
Softship’s solutions, which manage all
of the essential administrative processes
through a single suite of software, which
connects every department and process
to eliminate error, duplication and delay.
Only once these systems are in place,
connected and integrated, should any
shipping company consider big data,
blockchain or IoT applications.

Internet of Things
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timestamped record of information. Each
blockchain system starts with a ‘genesis
block’, or initial record. This would be
the original Bill of Lading, which is created by one computer (known here as
a ‘node’). This block is confirmed with
a unique digital fingerprint or ‘hash’,
which identifies the block and all its contents. This hash is a completely unique
identifier. Each time an update is made,
or a new node enters the chain, a new
block is added to the chain instead of
overwriting the original. We can think of
this as each new record being appended,
rather than amended on a Bill of Lading.
This means that each time a transaction occurs (the vessel arrives at port,
or a cargo is checked, for example) the
blockchain allows every node in the
chain, each computer/user ever involved
in the transaction, to check the accuracy
of the new information.
This happens automatically, through a
verification process known as cryptography.
If the information is correct, the new
block is accepted and connected to the
previous ledger. It has its own unique
hash, as well as the hash from the original block. Every time this happens, the
blockchain is shared across every computer that has ever been involved in the
chain; maintaining an accurate, permanent and completely transparent archive
of information. This means that if an old
record is changed, it will notify the entire
network. The benefits of using a blockchain system to manage a Bill of Lading are obvious. We can keep accurate,
real-time records of transactions. This
will minimise errors and provide traceability, which is currently a big problem
in shipping supply chains. However,
blockchain solutions will not necessarily reduce delay, as the vetting process
can take time because the technology for
blockchain systems is still in its infancy.
This issue also becomes increasingly
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